
©2018 Check Point Software Technologies Ltd. 

Sandor Renz | Security Engineer

ALSO Event

THE POWER OF CONSOLIDATION 
– CHECK POINT INFINITY
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Was 2017 a Cyber 
Security WAKE-UP-

CALL?

EVERYTHING IS 
CONNECTED
THE MOST

DANGEROUS 
TOOLS

NSA HACKING TOOLS LEAKED 
AND SOLD ONLINE

1M GOOGLE ACCOUNTS 
BREACHED BY GOOLIGAN

MOBILE
ATTACKS

RANSOMWARE ATTACK 
KEEPS HOTEL GUESTS  
IN AUSTRIA LOCKED 

OUT OF ROOMS 

ATTACKS 
EVERYWHERE

WANNACRY 
RANSOMWARE HITS 

HUNDREDS OF 
COMPANIES GLOBALLY

WHAT HAPPENED IN 2017? 
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GERMANY

MAY 2017: WANNACRY GLOBAL ATTACKS
UK

SPAIN

RUSSIA

USA

BRAZIL

CHINA

FRANCE

JAPAN

May 12, 8:24am
WannaCry
outbreak
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RUSSIA

DENMARKUK

FRANCE
GERMANY

USA

A MONTH LATER: NOTPETYA OUTBREAK

UKRAINE
• International airport
• Chernobyl reactor
• Power grid
• Metro system
• Petrol stations

June 27
NotPetya
Outbreak
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WE ARE AT AN 
INFLECTION POINT !

1990 2000 2010 2017

Networks

Gen II

Applications

Gen III

Payload

Gen IV

Virus

Gen I

Mega

Gen V
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How to secure such dynamic environments ?
With limited resources ?

While enabling Business ?

• Virtualization
• Cloud
• Mobility
• Remote branches
• Information sharing
• 3rd parties
• Industrial systems
• Iot
• Encryption

• Shadow IT
• Compliance
• Segregation
• BYOD
• Scalability
• Operations
• Monitoring
• Availability
• ….

[Protected] Distribution or modification is subject to approval ​
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The “Best of Breed” approach : We know the result…

[Protected] Distribution or modification is subject to approval ​
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Added to

Complexity

Not manageable & Not secure



THE F IRST  CONSOLIDATED SECURITY  ACROSS NETWORKS ,  
CLOUD ,  AND MOBILE ,  PROVIDING THE HIGHEST  LEVEL  

OF  THREAT PREVENTION.

T H E  C Y B E R  S E C U R I T Y A R C H I T E C T U R E  O F  T H E  F U T U R E
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EMAILS

WWW

DMZ

DATA CENTER USERS IOT

FACTORYBRANCHESPARTNERSMOBILITYPUBLIC CLOUD
ONE SECURITY PLATFORM

BEST SECURITY TECHNOLOGIES

CONSOLIDATED MANAGEMENT

Web Security, Data Security, Threat Prevention

Simplicity, Visibility, Efficiency & AutomationPRODUCTION FINANCE

PRIVATE CLOUD

CISCO ACI

T H E  C Y B E R  S E C U R I T Y  A R C H I T E C T U R E  O F  T H E  F U T U R E
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EMAILS

WWW

DMZ

DATA CENTER USERS IOT

FACTORYBRANCHESPARTNERSMOBILITYPUBLIC CLOUD
ONE SECURITY PLATFORM

BEST SECURITY TECHNOLOGIES

CONSOLIDATED MANAGEMENT

MORE SECURE

T H E  C Y B E R  S E C U R I T Y  A R C H I T E C T U R E  O F  T H E  F U T U R E

LOWER COSTS
HIGHER FLEXIBILITY

MORE SIMPLE
PRODUCTION FINANCE

PRIVATE CLOUD

CISCO ACI
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S E C U R I T Y  M A N A G E M E N T
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Check Point Management Architecture 

“The Check Point management remains 

the de facto “gold standard” against which 

other consoles are measured.

For more info see Gartner Magic quadrant for Enterprise Firewalls

“
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Unified Policy, Layers and Automation

API CLI

Connectors

Delegation

Automation

Orchestration

Front End

Scripts

MORE Simple, Clear & Fast = EFFECTIVE 
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Visibility : A single view to your security



T H R E A T  P R E V E N T I O N



19©2017 Check Point Software Technologies Ltd. 

Identify and block 

unknown and zero-day

THREAT 
EMULATION

Deliver clean documents 

in seconds

Safeguard credentials

from theft

ZERO 
PHISHING

THREAT 
EXTRACTION

Accelerate understanding 

for better response

FORENSICS

Keeping endpoints safe 

from cyber extortion

ANTI 
RANSOMWARE

[Restricted] ONLY for designated groups and individuals

CHECK POINT CLOUD

SandBlast Service SandBlast TE Appliance

HOSTED ON PREMISE

100% Breach Prevention 
System Combined Score

100% Protection against 
Social Exploits

100% Protection against 
Drive-By exploits

100% Protection against 
HTTP Malware

100% Protection against 
Email Malware

100% Protection against Off-
Line infections

0.0% False Positives & 
99.2% Evasions

THE FIRST AND ONLY UNIFIED           
CROSS-PLATFORM THREAT PREVENTION
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C L O U D  S E C U R I T Y
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The same UNIFIED security extended for your clouds

Basic Firewall / Access Rule

Firewall IPS App Control

DLP

Zero-Day 

Anti-bot

Forensics

FilteringAntivirus

Threat Emulation Threat Extraction

Multi-cloudVPN
Identity 

Awareness

Anti-Spam
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Headquarters

Remote Employees Branch

Private Cloud & SDN SAASPublic IAAS

UNIFIED SECURITY FOR ALL CLOUDS

PROTECTION 
AT THE SPEED 

OF DEVOPS
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M O B I L E  S E C U R I T Y
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MOBILE – THE 
WEAKEST LINK 

IN OUR 
ENTERPRISES 

with jailbroken or 
rooted devices

74%

89%
Experienced a
man-in-the-middle 
attack over Wi-Fi

OF ALL
ORGANIZATIONS

ARE INFECTED WITH
MOBILE MALWARE

100%

Source: Check Point Mobile Threat Prevention | N=850 Check Point  customers, each protecting more than 500 devices



DEMO 

Mobility



28©2018 Check Point Software Technologies Ltd. 

• How to prevent access to phishing sites
̶ Browser
̶ Messenger

Demo content

[Internal Use] for Check Point employees​



THANK YOU

©2018 Check Point Software Technologies Ltd. 
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• Conditional access
 A compromised devices will be blocked to access corporate 
resources

Demo content

[Internal Use] for Check Point employees​
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THANK YOU


	Foliennummer 1
	WHAT HAPPENED IN 2017? 
	Foliennummer 3
	Foliennummer 4
	WE ARE AT AN INFLECTION POINT !
	How to secure such dynamic environments ?�					With limited resources ?�							While enabling Business ?�						
	The “Best of Breed” approach : We know the result…		
	Foliennummer 9
	Foliennummer 10
	Foliennummer 11
	Foliennummer 12
	Foliennummer 13
	Unified Policy, Layers and Automation
	Visibility : A single view to your security
	Foliennummer 18
	Foliennummer 19
	Foliennummer 20
	The same UNIFIED security extended for your clouds
	Foliennummer 22
	Foliennummer 25
	MOBILE – The weakest LINK in our Enterprises 
	Foliennummer 27
	Demo content
	Foliennummer 29
	Demo content
	Foliennummer 31
	Foliennummer 32
	Foliennummer 33

