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WE ARE AT AN
INFLECTION POINT !
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Gen I
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How to secure such dynamic environments ?
With limited resources ?
While enabling Business ?

 Virtualization e Shadow IT
e Cloud e Compliance
* Mobility e Segregation
* Remote branches * BYOD

* Information sharing  Scalability
3" parties » Operations
* |Industrial systems * Monitoring
* |ot * Availability
* Encryption ° ...
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ONE SECURITY PLATEORM

LOWER COSTS
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Check Point Management Architecture

{4
The Check Point management remains

the de facto “gold standard” against which

other consoles are measured.

For more info see Gartner Magic quadrant for Enterprise Firewalls




Unified Policy, Layers and Automation Check Point
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Source Destination Services & Applications Data Action Install On

CLI

- I

Outbound access i production_net | [ Internet * Any * Any @ AccessSublayer % Policy Targets
Social media for marketing B3 marketing_role | . Internet ' Twitter * Any @ Accept 3 5G13800
[ John ] Linkedin \
8] Instagram Connectors Automation

Developers upload [= developer_role (. Internet Drophox b AnyDirection @ nccept 2 5613300

Box Source Code - JAVA & CapsuleCloud
Access Sensitive Servers * Any % Any * Any * Any @ SensitiveServers % Policy Targets
Mobile Access [ Mobile Deviees ™ MailUs o MailServer ¥ Any @ Accept £ Mobile .

Orchestration

Access to Web Server % Any = WebServer a https * Any @ Accept 2 AWS

£ YMWare

MORE Simple, Clear & Fast = EFFECTIVE

WELCOME TO THE FUTURE OF CYBER SECURITY
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Visibility : A single view to your security Check Point
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Attack Types by Blades Activity Timeline
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20
@ Threat e 2 Anti-Virus e
Emulation Tue 29 Wed 30 Thu 31 Fri1 Sat 2 Sun 3 Mon 4 Tues
Top Destination Countries Top Destinations Top Attacks
Severity Destination Elade Logs Severity Protection Name Blade Logs
== =1 10.82.92.147 w Irs 30 = s Malicious Binary.balmbij Y AntiVirus <
o 1971685523 € s 15 mm— EBackdoor.Win32 Taidoor.A 2 Anti-Bot 37
O s GFE10.7.210.15 T Anti-Bot, Anti-Virus 18 smmsms  MIT Kerberos kadmind RPC ... & 1Ps 160
— o EH 10.7.98.85 € rs 20 - Emm—  Microsoft Windows RASMA .. &IPS 30
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@ T 10.82.92.109 2 anti-Bot 3 =i =5 Alt-MW Technologies Securiy... | 20
=102 165.11.156 % Fs 5 == Virus WIN32 Eicar-Modified-.. @Y Anti-Virus 30
[—== =] - 1022611181 a Anti-Virus e Critical 8 Protections 4 Blades 304
- EE 197 165.11.153 € s 5 -
C|C | Q O alTime - | CurrentRule | Enter search query (Ctri+F) =
Found & results (5.7 sec.) Query Syntas
Interface Origin .. Destination 5 i Policy... w - Description
29 Mov 15, 3:56:30 AM Z2E Firewall B3 inbound e... B3 192,0.2.200 @ Drop 10105121 B=S 1971681384 nbsession 3 Standard nbsession Traffic Dropped from 10.10.5.121 to 192,165,135
28 Mov 15, 7:36:50 AM £22 Firewall &3 inbound e... E23192,0.2.200 @ Drop Ed 108275 BE 192.168.138.4 MNapster_dir... 3 Standard Mapster_directory_5555 Traffic Dropped from 10.82.7.5to0 1
28 Mov 15, 1:44:00 AM 2 Firewall B3 inbound e... 83 1932,0.2.200 '@ Drop 10.10.5121 B 1971681384 nbsession 3 Standard nbsession Traffic Dropped from 10.10.5.121 to 192,165,135
26 Mov 15, 8:15:20 PM £22 Firewall &3 inbound e... E23192,0.2.200 @ Drop 10.0.1.100 BE 192.168.138.4 MNapster_dir... 3 Standard Mapster_directory_5555 Traffic Dropped from 10.0.1.100 to
26 Mov 15, 10:47:20 AM 222 Firewall B8 inbound e... B3 192,0.2.200 @ Dirop 10.15.2.34 B 19716581354 TCP/5053 3 Standard TCP/5053 Traffic Dropped from 10.15.2.34 to 192.168.138.4
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Check Point

sféndBlast THE FIRST AND ONLY UNIFIED

ZERO-DAY

Check Point
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CROSS-PLATFORM THREAT PREVENTION

PROTECTION

RANSOMWARE

CHECK POINT CLOUD

SandBIast TE Appliance

crovo @

[Restricted] ONLY for designated groups and individuals

(O AGENT
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NETWERK

100% Breach Prevention
System Combined Score

100% Protection against
Drive-By exploits

100% Protection against
Social Exploits
100% Protection against
HTTP Malware

100% Protection against
Email Malware

100% Protection against Off-
Line infections

0.0% False Positives &
99.2% Evasions
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The same UNIFIED security extended for your clouds Cheoinf
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THREATC[:'),LJD
Forensics
CHECK POINT

CloudGuard

Threat Emulation Threat Extraction Zero-Day

Antivirus Anti-bot  Filtering DLP Anti-Spam

Identity -
\ App Control Awareness VPN =~ Multi-cloud -

b |

& Google Cloud OQACLG'\

CLOUD

aws /A Azure ) Alibaba Cloud

v’

Basic Firewall / Access Rule

WELCOME TO THE FUTURE OF CYBER SECURITY
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UNIFIED SECURITY FOR ALL CLOUDS
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100%

OF ALL
ORGANIZATIONS
ARE INFECTED WITH
MOBILE MALWARE

MOBILE — THE
WEAKEST LINK
IN OUR
ENTERPRISES

.... r|enced a

-in-the-middle
ck over Wi-Fi

tecting more than 500 devices
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DEMO

Mobility



Check Point
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Demo content

 How to prevent access to phishing sites

— Browser

— Messenger

WELCOME TO THE FUTURE OF CYBER SECURITY
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Check Point
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Demo content

e Conditional access

- A compromised devices will be blocked to access corporate
resources

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 30
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THANK YOU

WELCOME TO THE FUTURE OF

CYBER SECURITY

CLOUD = MOBILE = THREAT PREVENTION
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